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75K request
BR_HHIA req_confirm
87~ indication

M. response

WM. #EA rsp_confirm
A confirm
BHNRS

TR

o 0 0 0 0 o
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| BHEO AR S5
s HHIARS

b VAN
Client

service_name.request

service_name.req_confirm

A Eaf
HIRAIN TECHNOLOGIES

A 55 45 S L FH =

Server

service_name.indication

service_name.confirm

service_nam e.response

service_name.rsp_confirm
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b VAN k%5 28 4w N B
Client Server

service_name.request

service_name.req_confirm

service_name.indication
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I EEO MRS
45 J 2 i

request
Service_name.request

(
SA,

A, Mok I
TA_type, < BTN EET R
RA, GZfEHink, Wik I H R
[,parameter1,...],

JRTE KB
BITHNA

A Eaf
HIRAIN TECHNOLOGIES

= indication
Service_name.ind

(
SA,

TA,
TA type,
RA, (GfEfhbl, wrk)

[,parameter1,...],
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EEORSE A ERR

n RSTRE R

m response m  confirm
Service_name.response Service_name.confirm
( (

SA, SA,
TA, . TA,
M2
TA type, < ohysical TA type,
RA, GEREMuSE, "T3E) . o RA, GEREHE, ")
Result, Result,
[,parameter1,...], [,parameter1,...],
)
JERE BB
BITHAE—H
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o RS REIBHIRER

m request-confirm
Service_name.req_req
(
SA,
TA,
TA type,
RA, GEFfEHubE, WAl

Result,

s

Positive, negative

A Eaf
HIRAIN TECHNOLOGIES

m response-confirm
Service_name.rsp_con

(
SA,

TA,
TA type,
RA, GEfEHbE, WAI#E)

Result,
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Request

o SA=241,TA=200,RA=62 (Main Network)
o  SA=10,TA=62,RA=241 (Remote Network)
Response

o SA=62,TA=10,RA=241 (Remote Network)
o  SA=200,TA=241,RA=62 (Main Network)

| a1 200 | g |10 62| &2
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TR W52

Request

o  SA=241,TA=200,RA=62 (Main Network)

Response

o  SA=200,TA=241,RA=62 (Main Network)

Shs 241 200 w3 Tz 62

TR =y 5558
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T2 iR B3
Request

o SA=242,TA=10,RA=18 (Remote Network)
o SA=200,TA=18,RA=242 (Main Network)

Response

o  SA=18,TA=200,RA=242 (Main Network)
o SA=10,TA=242,RA=18 (Remote Network)

oh 242

10

WREE | amm

ZES

200 18

< |

E L

S i

25 4%

B A%
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s F R Y K B
s A SDU—MNHERSHIERIT

Application Layer Service Data Unit
SA, TA, TA type [,RA] [,parameteri,...]

= A_PDU —NHEWHEHEHIT
Application Layer Protocol Data Unit
SA, TA, TA type [,RA], A_Data
A_Data=A_PCl+[parameteri,...]

s A_PCI—NHEHEERE R

Application Layer Protocol Control Information

m A PUD=A PCI+A SDU
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— s WEREES
Ri FI RN KA EEf

s N BEBBEEHIE E—A_PCI
» 2MAERER (HRSGRIEMResultZ 48R E)

A_PCI(SI)

o Sl—Service ID(RequestikgFIResult=positivef{JResponse)
> R 1FHLA5EHR
> JuFE: 00~FF

A_PCI(NR_SI,SI)

o NR_SI—Negative Service ID

> R 1FHLERFSEHR
>  Yaf: 7F
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n
RS HRIR il &yl 5E Y

00 — OF OBDR%1E R ISO 15031-5
10 - 3E ISO 14229-1 fif 48R 1ISO 14229-1

3F RILF RE
40 - 4F OB D ik 55 Wi Bz ISO 15031-5
50 — 7E ISO 14229-1 R4 5 &M R ISO 14229-1

7F 75 & W AR IR ISO 14229-1

80 M F 1ISO 14229-1 {38
81— 82 RN 1ISO 14230 1784
83 - 87 ISO 14229-1 FR&ER ISO 14229-1
88 — OF k%15 3K ARRFBRYT BIRE
A0 - B9 AR%E R RERE R E X
BA - BE ARk %518 K RGN E X

BF HBLA RE

Co A 1ISO 14229-1 £ 8
Cl- C2 AR 1ISO 14230 1784
C3- C7 ISO 14229-1 FR% 5 eI R ISO 14229-1
C8- DF k%5 &M NERF KT RIRE
EO0— F9 AR 5% 5 5 M R YR ZEHIE B e X
FA - FE R %5 5 & W R RGN E X

FF KL RE
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R Bt K EEf

s FERRGIRRAFSI
»  REL 1PV SEH
JilE: 00~FF
ERIRSEGHIID: XOXXXXXX (64 KH0)
»  7~Bl: ReadDTCInformationfilR$-Request 0x19 B00011001
o ﬁ%"ﬁfiﬂlﬁ%ﬁﬁﬁ‘&

KA. 17N RS
JaEl: 00~FF

BB ARG HIID: XIXXXXXX (BE64M1)
B 5E M B AR 55 B 1D=15 SR ARk 55 H11D+0x 40
~#l: ReadDTCInformationfikR5$Response 0x59 B01011001
0 ’R%ﬂﬁ)ﬁﬂlﬁ%ﬁﬁﬁm S
»  RB. 1FHLHFSEH
Jaf: 7F
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R2 A 2 #Y A Eaf

r %ERA_PDU

Source Address M
TA Target Address M XX
TA Type Target Address Type M XX
A Data.A PCIL.SI <Service Name>Request Service ldentifier M XX
A_Data. <List of parameters>=] M/UIC/S XX=[
Parameterl <Parameter Name> XX
Parametern <Parameter Name>] XX]
Cvt: 218
M: B il
U: Fi P ik £
C: = EFEAKBTHESH
S: RHINSEFIRHIEE (MR
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— ) ’E“E :
g -JEW]’)‘L E I!IRAIB{!FE]CZFT;!O*GE

o RGBT

Source Address

TA Target Address M XX

TA_Type Target Address Type M XX

A Data.A_PCI.SI <Service Name>Request Service M XX
Identifier

A_Data.Parameterl sub-function = [parameter] S XX
<List of parameters>=] U XX=[

Parameter2 <Parameter Name> XX

Parametern <Parameter Name>] XX]
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%7 B E A EAR%

. WREH PHTHE

Source Address

TA Target Address M XX
TA Type Target Address Type M XX
A Data.A PCIL.SI <Service Name>Request Service M XX
Identifier
A Data. <List of parameters>=| U XX=[
Parameterl <Parameter Name> XX
Parametern <Parameter Name>] XX]
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— s ! ‘E‘“E :
R FA R iy A B

s RFFERLE
«  FIHRESHs$Level (LEV )RIEX
o 1FHHE
0 Bit7—ZE I H W MNIERAL suppressPosRspMsglindicationBit
> O=FALSE: ®EHEMN
> 1=TRUE: ZEI-i @R
o Bit6-0—TFIjEESHUE (0X00~0x7F)
> ERAFIIRSHEFT, BEEH
suppressPosRspMsglindicationBit it ik 55 4 0 3 5 0x00F
Thge
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n HEMWMA PDU

Source Address M
TA Target Address M XX
TA_Type Target Address Type M XX
A Data.A PCIL.SI <Service Name>Response Service M XX
Identifier
A Data. <List of parameters>=| M/U/C/S XX=[
Parameterl <Parameter Name> XX
Parametern <Parameter Name>] XX]
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g -JEW]’)‘L E I!IRAIB{!FE]CZFT;!O*GE

s HEMWMNMA PDU

Source Address M
TA Target Address M XX
TA Type Target Address Type M XX
A Data.A PCI.NR_SI NR_SI M 7F
A Data.A_PCI.SI Sl M XX
A _Data.Parameter Response Code M XX
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s HREMMENRC_

E EREESEST
HIRAIN TECHNOLOGIES

(B Y &% WHID
Hex{# W] BhiC A

1 serviceNotSupported SNS
R 55 88 A SCHF 2 P i SR B2 W AR 55

12 subFunctionNotSuPported SENS
IR 5 8 AN 3L P iR R IR &5 B T2 g

13 incorrectMessageLengthOrlInvalidFormat ) IMLOIF
ERMCHEERE (EREBL PREIRME

31 requestOutOfRange ROOR
ERE e E

78 requestCorrectIyReceived-ResponseI?ending RCRRP
AR5 2% 1EAT, R OEAER P in kK H#iE K
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HIRAIN TECHNOLOGIES

— | AT\ |
JESZ ] riifttblélr
o
m ARSSE N A ERAT RE
Xt F T RE S E AR KV S B e
0 XNYEIHKE P ImEERER
o BPERHER i Yl R 55 25 %) e oL FIR 55 2% FT ) 2 PRI R
= FIIRE (FEik ‘ ‘ < e
fan | FHR | EmsEe | SRR X g | RS
=Y IA) a
1 PosRsp | — AR 55 28 KIEH & W B
YES YES
2 X NRC=xx AR 55 28 RIET B W B
FALSE (GZAL=0)
3 NO — | NegRsp | NRC=SNS | #NRC=0x11H)75 & WA B
4 YES NO NRC=SFNS | #NRC=0x 12175 & I
Yy Sk
5 NoRsp |—— AR 5% 28 AN R IE IR B
YES YES
6 NRC=xx AR 45 28 RIE T K8 W L
TRUE (iZfL=1)
7 NO — | NegRsp | NRC=SNS | #NRC=0x11[175 % M
8 YES NO NRC=SFNS | #NRC=0x 12175 & 0
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I\Es‘i :
\ 1=
Rz FA Rt K EERE

. TR RLH AT AL

Xt T SR S M R 9 R R L
o XTTHEEF U P EiE RIE B

40 5 ZPERE LS RS2 6E ST IR 55 25 ) e N IR 55 25 ) e . KTy R
L TUR EH | yemm | miz |, 755 L

1 PosRsp — RSS2 RIER T WM

YES YES
2 \ NegRsp | NRC=xx | FRS5E¥KIETEEMWN
FALSE (iZfr =0)
3 NO — - —_ AR 55 28 R IE T N
oRsp

4 ! YES NO —_— AR 55 28 AN 3 N

L . g | NoRsp — | BEER R

6 ‘ NegRsp | NRC=xx | IRF4SKIET EMISL

TRUE (i%Zpr=1) -
7 NO S - — AR S5 2 2 3£ N
OoRS
8 YES NO o N P T T
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g . J%Wi)‘( E HIRAIN TECHNOLOGIES
m ARG N PRAT AR
XA F DS ERTE K IE B B B
o XYEIHE P IEERER
P Wi 58 e 77 WS BR | M R R
R4
+ XFFZR . . B R : W BLAG
WEH | FHAR | e | LEHBH 8 froyd
1 MESH - — AR5 28 RIEH W N
2 % h—A R e I |
YES 2/b—NBH, AR 5523 RIER BN, K
3 Y3 34k Z2TF— 128, NRC=xx RNEVEREERNEHES
BT EZSH NegRsp BT K AEER
4 NONE NRC=ROOR | #HFNRC=0x31H] 75 & Wi BL
5 NO — NRC=SNS HENRC=0x 11175 & Wi BZ
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e 55 Wil . AR ST AR

A Eaf
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[ |
Xt AT IS E R E K IE B B R M
o XTDIREFHME P ImiERER
B | 584 77 WSROI | BRSSO R
K
w# | aurt | SEOR wewey  (we | PR
1 FEBH oshen || A BRI
2 YN | memarmawn
YES 2H—INSH, PR 45 38 R £ TS e i B,
3 IhEe Sk ZT—NS%, | NegRsp NRC=xx R AR E R B
R B B SM R R
4 NONE NoRep — AR %5 28 /S 15 B
5 NO — - FIR 5% 88 AN R IE A B
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EAETERINAEETT
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£ Thee T B IR R | & WEkikag:
s ZWAEEEHRIEERE T

k5% REXFTIIR A
DiagnosticSessionControl(0x10) Yes B P min Rz S EAN RS SR B2 B 1E
ECUReset (0x11) Yes 27 v ik i IR 95 2R AT B AL
SecurityAccess (0x27) Yes B miE RS EN ZRERPBIRS
CommunicationControl (0x28) Yes & P i R IR 55 A 2 ) Hod S
TesterPresent (OX3E) Yes & P o A iR S5 2 Fa & P AT SR FE 28
AccessTimingParameter(0x83) Yes Egﬁgﬁig%@m/ BARA CEBIEHY

o 2 P i Z RS PAT Y BB IE S
SecuredDataTransmission(0x84) — 2 (R R
ControlDTCSetting (0x85) Yes & e ] AR 55 Ae i EDTC
ResponseOnEvent (0x86) Yes & P i SRR S 2% )8 S AN AL H]
LinkControl (0x87) Yes P hiE REEFEERER
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EZINee R T B AR SSHR
s ZWTHEEEE

DiagnosticSessionControl (Ox10) k5%
o FHATERRSSET AR E
> EErEE
BRI\ TEE
JEERN S TERE R

a.

> ARAMCHSERS
AFEIThRE
AR ER 25
ZB|AF R =25 F R

< |

B A%

HIRAIN TECHNOLOGIES
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£ Thee T B IR R | & WEkikag:

ZWMEEEH
+ DiagnosticSessionControl (Ox10)ik%%
o ERIIL

A_Databye -

#1(A_PCl) DiagnosticSessionControl Request
Service ID

Subfunction=|
#2 diagnosticSessionType] S 00~FF
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& Thee s T B BRE R | € Watiakiags

BRI
+ DiagnosticSessionControl (Ox10)ik%%
0 HEMmMN

#1(A PCIl) DiagnosticSessionControl Request
Service ID

Subfunction=[
#2 diagnosticSessionType] S 00~FF
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& Ihge R T BIFAR B Hmik
s ZWHEEEHE

DiagnosticSessionControl (Ox10) k5%
o ZHeSEEARRESERE

N
a
Y

/ C
e
b YR
AN

‘\d

FEBRNE

< |

B A%

HIRAIN TECHNOLOGIES

TEERE A" www.hirain.com Confidential




4 5t BLIK PR & ik A B

ZE SR RS Fe 3 B Ui 3

a

a

a

a

a: REBLHEEEEMN FIEEL) ;
b: REBEKIIDS =DSHIDSCIERIRT;

c: RSN RIDS =PRGSEEXTDSHIDSCIERR L, HKiE
DS_#AY BEABRERN;

d: REBFWRIDS =DSHIDSCIERRIL, BiH S3Serveri@it,
R %5 28 M R RSN IR

e: BRFHEWBIDS_=PRGSHIDSCHERIRIL;
f: BR558# I 2IDS_=EXTDSHIDSCIFRMR L

At REMIIRIEE EMNRXZE (MEEMEH
N_USData.con[a] M FHEMIAN_Result=N_Success) , [R5

AHENFTERPSHAEN, BHSHEXEFAE,
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£ Thee T B IR R | & WEkikag:
s ZHAEEEHR

DiagnosticSessionControl (10 hex) AR5
o diagnosticSessionType FIife S

Hex{ff bit6-0 ik A
00 ISO/SAE{R B M
01 PAIAR M
02 IR U
03 ¥ R U
04-3F ISO/SAE{R B U
40-5F YR HIIE ' X U
60-7E RGN E X U
7F ISO/SAE{R B M
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& Thik 8 5T Bk PR Sk A B

s ZETHEEERE
+ DiagnosticSessionControl (Ox10)ik%%
a0 AESERRFRIZEIRS

BRIN FEBA BN FEBRIA

SRS SRS
DiagnosticSessionControl - 10 hex \ \ ReadMemoryByAddress - 23 hex \ V
ECUReset - 11 hex \ V ReadScalingDataByldentifier - 24 hex \ V
SecurityAccess - 27 hex v ReadDataByPeriodicldentifier - 2A hex V
CommunicationControl - 28 hex v DynamicallyDefineDataldentifier - 2C hex \ V
TesterPresent - 3E hex \ \ WriteDataByldentifier - 2E hex \ v
AccessTimingParameter - 83 hex \ WriteMemoryByAddress - 3D hex v v
SecuredDataTransmission - 84 hex \ ClearDiagnosticlnformation - 14 hex v V
ControlDTCSetting - 85 hex \ ReadDTCInformation - 19 hex \ V
ResponseOnEvent - 86 hex \ \ InputOutputControlByldentifier - 2F hex V
LinkControl - 87 hex \ RoutineControl - 31 hex \ V
ReadDataByldentifier - 22 hex \ \ RequestDownload - 34 hex - V
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& Thee s T BRIk | & WEkikag:
s ZHTAEEEHE

DiagnosticSessionControl (Ox10) k5%

0 RIS E el MRS
> Ox12: AXZFFERRS B TI0RE
> Ox13: IHRMICHWBIEKE (BEWKR) DSt
> 0x22: kAW R

TEERE A" www.hirain.com Confidential




& Thee s T B BRE R | € Watiakiags

n ZWTHIEEERE
+ DiagnosticSessionControl (Ox10)k4%
o HERAG
> AR

Message direction: client — server
Message Type: Request
A Data byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 DiagnosticSessionControl request 51D 10 DsC
#2 diagnosticSessionType = programmingSession, 02 D5 _ECUPRGS
suppressPosRspMsgindicationBit = FALSE

> B EmMN

Message direction: server — client
Message Type: Response
A Data byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
# DiagnosticSessionControl response SID 50 DSCPR
w2 diagnosticSessionType = programmingSession 02 DS ECUPRGS
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& Thee & 7T B R S A | € Watiakiags

i

SecurityAccess (0x27) k%%
0 ZEEVREERAER

Tester ECU

1: Request (EXRFFF: seed)

: 1

2: Response GREIFTF: seed)

A

3: Request (RIXEFEHH: key)

A 4

4: Response (F4HIER), ECUMSL

A
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%2 TH5E & 5T B BR B sk A Eafi

u ié/\ %ﬂﬁ%,ﬁfﬁ
» SecurityAccess (0x27)IR%%
o EXR--requestSeedfsendKeyF Ik

A_Data bye -

#1 (A_PCI) SecurityAccess Request Service ID

#2 Sub-function=[ 01,03,05,
securityAccessType=requestSeed] M 07-7D
securityAccessDataRecord=[
#3 parameter#1l U 00-FF
parameter#m] U OO FF

A_Data bye -

#1 (A_PCI) SecurityAccess Request Service ID

Sub-function=| 02,04,06,
#2 ecurityAccessType=sendKey] M 08-7E
securityKey=[
#3 key#1(high byte) M 00-FF
#n Key#m(low byte)] U 00-FF
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£ ThiE 8 T BRPREHR A EAR%

. BIRLEREE
+ SecurityAccess (0x27) k%%
o FIjEEsecurityAccessType

Hex{d bit 6-0

00 ISOSAEReserved M
01 requestSeed U
02 sendKey U
03,05,07-5F requestSeed (AEZEZEHK) U
04,06,08-60 sendKey (ARZEEFELR) U
61-7E systemSupplierSpecific U
TF ISOSAEReserved M
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£ ThiE 8 T BRPREHR A EAR%

H ié/\ %*ﬂ ﬁ%ﬁéfﬁ
+ SecurityAccess (0x27)ik%
o HEWMN

#1 (A_PCI) SecurityAccess Response Service

1D
#2 securityAccessType M 00-FF
securitySeed[]=[
#3 seed#1(high byte) C 00-FF
n seed#m(low byte)] C 00-FF
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& 186 8 5 BABR S HEA 2|

ARG EE
SecurityAccess (0x27) k%
0 XFHIE 2 MG

>

A\ A\ A\ A\ A\ A\ A\

0x12: AL FERRS I FIhRE

Ox13: FERMCHIBIRKE (BEER) PFEIE
0x22: kAN 2

0x24: 5 3RIMFFE =

Ox31: &R H e

0x35: L

0x36: SR IREGE R

0x37: FEIR Y [E) R B

ENEEE ST

HIRAIN TECHNOLOGIES
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& Tk 8 5T BR R S AR 1B

s ZETHEEER
+ SecurityAccess (0x27)ik%
o HERSEIL
> BRMT, REMT

Message direction: client — server
Message Type: Request
A Data byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 SecurityAccess request SID 27 SA
#2 SecurityAccessType = requestSeed, 01 SAT RSD
suppressPosRspMsgindicationBit = FALSE

Message direction: server — client
Message Type: Response
A Data byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 SecurityAccess response 31D &7 SAPR
#2 securityAccessType = requestSeed 01 SAT RSD
#3 securitySeed [ byte##1 | = seed #1 (high byte) 36 SECHBE
#4 securitySeed [ byte##2 | = seed #2 (low byte) 57 SECLB
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& Tk 8 5T BR R S AR 1B

2B fEE
+ SecurityAccess (0x27) k%%
a0 HERRHI2
> RIEFR, ZRLIEFECUMEST

Message direction: client — server
Message Type: Request
A_Data byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 SecurityAccess request SID 27 SA
#2 securityAccessType = sendKey, suppressPosRspMsglndicationBit = FALSE 02 SAT SK
#3 securityKey [ byte#1 | = key #1 (high byte) ca SECKEY _HB
#4 securityKey [ byte#2 | = key #2 (low byta) AS SECKEY LB
Message direction: server — client
Message Type: Response
A Data byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 SecurityAccess response 51D 67 SAPR
#2 securityAccessType = sendKey 02 SAT SK
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£ ThiE 8 T BRPREHR A EAR%

ZHAEEER
+ CommunicationControl (0x28)k%

o FATFITH/REARES SN ESEIE B R RIER /s
o ER

#1 (A_PCl) CommunicationControl Request

Service ID

Sub-function=[
#2 controlType] M 00-FF
#3 communcationType M 00-FF
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E EREESEST
HIRAIN TECHNOLOGIES

%

£ I fe B T R BR 559

s ZWrAEEEE
+ CommunicationControl (0x28)k%
o FIjgEcontrolType

HexfH bit6-0 R 2] 5
00 enableRxXANdTX U
01 enableRxAndDisableTx U
02 disableRxAndEnableTx U
03 disableRXANndTx U
04 - 3F ISOSAEReserved U
40 - 5F vehicleManufacturerSpecific U
60 - 7E systemSupplierSpecific U
7F ISOSAEReserved M
Hex{d bit1-0 #R 2 5E
01b application U
10b networkManagement U
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£ Thee T B IR R A EEf

ZWrREE B
CommunicationControl (0x28) k5%
0 HEMM

CommunicationControl Response
Service ID

#2 controlType M 00-FF

a0 XHFFHIAE E M MRS

0x12: AZFFER RSB FIhRE

Ox13: IERMXHFTERKE (BEEKRR ARFEinE
0x22: kAR 2

Ox31: 5 RiE H 5

>
>
>
>
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3 T B AR S faidk

. ZEHTHEEERE

+ CommunicationControl (0x28)k%

a

H BB

ENEEE ST

HIRAIN TECHNOLOGIES

Message direction:

client — server

Message Type: Request
A Data byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 CommunicationControl request SID 28 cC
#e cantralType = enableRxAndDisableTx, 01 ERXTX
suppressPosRspMsglndicationBit = FALSE
#3 communicationType = network management 02 NWMCP
Message direction: server — client
Message Type: Response
A Data byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 CommunicationControl response SID 66 CCPR
#2 ControlType 01 CTRLTP
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TesterPresent (Ox3E)ik %

a

a

£ LA AR 355+

514

< |

B A%

HIRAIN TECHNOLOGIES

T kS H/HERCHUNRERENSE L, SRBiERTEL

b Al 25 A1/ BRIE 15 Th RE TR R IF B IR ZS

JSAE R A
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& Tk 8 5T BN PR S HEA A EAR%
. SEAES T

+ TesterPresent (Ox3E)iR%%
o BER
-

TesterPresent Request
Service ID

#2 sub-function=][
zeroSubFunction] M 00/80

o0 B e R

TesterPresent Response
Service ID

#2 zeroSubFunction M 00
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& Thee s T BRIk | & WEkikag:
s ZWrREEEH

TesterPresent (Ox3E)fk %%
0 XRFRIE 2 NS
> Ox12: REFFERRES I FIhEe
> Ox13: ERWMICHWBIEKE (BEKR) AR
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& Tk 8 5T BR R S AR 1B

. BUTREREEE
+ TesterPresent (Ox3E)iR%%

Message direction: client — server
Message Type: Request
A Data hyte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 TesterPresent request 51D 3E TP
#2 zeroSubFunction, 00 ZSUBF
suppressPosRspMsgindicationBit = FALSE

Message direction: server — client
Message Type: RHesponse
A Data byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 TesterPresent response SID 7E TPPR
#2 zeroSubFunction 00 ZSUBF
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HIIREE
BRI

3 T B AR S faidk

< |

B A%

HIRAIN TECHNOLOGIES

+ TesterPresent (Ox3E)iR%%
Message direction: client — server
Message Type: Request
A Data byte Description (all values are in hexadecimal) Byte Value (Hex] Mnemonic
#1 TesterPresent request SID 3E TP
#2 zeroSubFunction, a0 ZSUBF
suppressPosRspMsglndicationBit = TRUE
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s ZHTHEEE

i1

LinkControl (0x87)ik4%
0 EHEGEBRERERKEE

Tester

ECU

18R (%K)

2: MR (B 5E)

3 TR (BRREH )

A 4

< |

B A%

HIRAIN TECHNOLOGIES
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£ Ih e Sy RAF AR S5k
n ZETREEERE

» LinkControl (Ox87)ik%
o BR

E EREESEST
HIRAIN TECHNOLOGIES

NetworkConfiguration Request Service ID
Sub-function=|

#2 linkControlType]
#3 baudrateldentifier

linkBaudrateRecord[]=]
#4 baudrateHighByte
#5 baudrateMiddleByte
#6 baudrateLowbyte ]
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£ ThiE 8 T BRPREHR A EAR%

s ZWAEEEH
+ LinkControl (0x87)k5%
o FIjgElinkControlType

Hex{d bit6-0 iR 25
00 ISOSAEReserved M
01 verifyBaudrateTransitionWithFixedBaudrate U
02 verifyBaudrateTransitionWithSpecificBaudrate U
03 transitionBaudrate U
04 -3F ISOSAEReserved M
40 -5F vehicleManufacturerSpecific U
60 -7E systemSupplierSpecific U
TF ISOSAEReserved M
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. ZWIFEEEH
» LinkControl (Ox87) k%%
0 HEWM
I T S T T

LinkControl Response Service ID
#2 linkControlType M 00-FF

0 XFFRIE E M NS
> Ox12: AZFRERRE B FII6E
> Ox13: FERMCHIBEEKE (BEER) ARFEIHE
> 0x22: &AW R
> Ox24: TEHRIFFFEE R
> Ox31: iEREHEE
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& Tk 8 5T BR R S AR 1B

W AEEEE
» LinkControl (Ox87)ik%
(| Y#d@\ﬁ%@]

> &L
Message direction: client — server
Message Type: Request
A _Data byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 LinkControl request SID 87 LC
#2 inkControlType = venfyBaudrateTransition\WithFixedBaudrate, 01 VETWFBR
suppressPosRspMsgindicationBit = FALSE
#3 baudrateldentifier = PC115200Baud 05 Bl_PC115200
Message direction: server — client
Message Type: Respanse
A _Data byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 LinkControl response SID C7 LCPR
#2 inkControlType = venfyBaudrateTransitionWithFixedBaudrate 01 VETWFBR
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LR
» LinkControl (Ox87)ik%

E

1 T B ARS-

H B Rl

514

A Eaf
HIRAIN TECHNOLOGIES

a
»
> BATEREHR (TWRD
Message direction: client — server
Message Type: Request
A_Data hyte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 LinkControl request SID 87 LC
#2 inkControlType = transitionBaudrate, 83 TB
suppressPosRspMsgindicationBit = TRUE
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& Thee & 7T B R S A | € Watiakiags

n 2 Hfﬁ*ﬂﬁfh B 2
» W@ EEEIBE TR ERSNH
o EcuReset (0x11)AkR%%
> ERECURATEAL
T IRe——E R
o  AccessTimingParameter (0x83)ik%%
> AT IREURMESOEE 55 1 E i S5
o SecuredDataTransmission (0x84)ik%%
> ZRS AT RV SRS A E B3 BT
IS 1SO15764% 2 LRy )= K SLH
o ControlDTCSetting (0x85) IR%%
> FATEIEEURE S Wik i B
o ResponseOnEvent (0x86) k%%
> TR 3NEUT LIRSS 2% P AR e Sk % 1 i B
> B TE B R AN PAT IR, B

ReadDataByldentifier
ReadDTCInformation
RoutineControl
InputOutputControlByldentifier
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£ ThE & 5T B BR SR | & WEkikag:

s BEEERETIEEE T

IS iR

ReadDataByldentifier (0x22) service % P i SRR EX B B AR TR AR IR A A M E e 2 R E
ReadMemoryByAddress (0x23) service 2% P i SR SRR B A7 5 Y0 B B0 1 AT E
ReadScalingDataByldentifier(0x24) service 2 7 i VA SR X B B AT IR R IR A B R M R B B

ReadDataByPeriodicldentifier(0x2A) service & P i R BAPE A S AR 55 2% P K BUE

DynamicallyDefineDataldentifier(0x2C) service | % #iiE K317 € X HReadDataByldentifier ik £ 2B I BB R AT

WriteDataByldentifier(0x2E) service 2 P e K 5 N\ R IR AT B e R
WriteMemoryByAddress(x3D) service P uE R SIRE S B8 e AR E N

TEERE A" www.hirain.com Confidential




S T8E s 5T B ARRR &R | € Watiakiags
n BEfAHTIEER TG

ReadDataByldentifier (0x22)ik 4%

o BAEFRRAFDID (Data Identifier, & X HMFC1)
> 2FWSH

o DIDFFRAZSH I A HHIER H O E
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£ ThE & 5T B BR SR | & WEkikag:

s FIEEWMIIGEETT
» ReadDataByldentifier (0x22)fk%%
o FERML

ReadDataByldentifier Request

Service ID
dataldentifier[]#1=[
#2 byte#1(MSB) M 00-FF
#3 byte#2] M 00-FF
dataldentifier[]#m=[
#n-1 byte#1(MSB) U O-FF
#n byte#2] U 0-EE
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£ Thee T B IR R A EEf
. BEEERITIRE R T

» ReadDataByldentifier (0x22)fk%%
o HEN M

ReadDataByldentifier Response Service |D
dataldentifier[]#1=[

#2 byte#1(MSB) M 00-FF
#3 byte#2] M 00-FF
dataRecord[] #1=]
#4 data#l M 00-FF
#(k-1)+4 data#k] U 00-FF
dataldentifier[]#m=[
#n-(0-1)-2 byte#1(MSB) U 00-FF
#n-(0-1)-1 byte#2] U 00-FF
dataRecord[] #m=[
#n-(0-1) data#l U 00-FF
#n data#o] U 00-FF
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. BIEAEThEE I

ReadMemoryByAddress (0x23) k%

0 B R BUR A% e R 1 RO
0 ARREE TR RO BRI I WA I AR/ R
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. BEEERITIRE R T

» ReadMemoryByAddress (0x23) iR %%
0 R

N -

ReadMemoryByAddress Request

Service ID
#2 addressAndLengthFormatldentifier M 00-FF
MemoryAddress[]=[
i byte#1(MSB) M 00-FF
#(m-1)+3 byte#m] C, 00-FF
MemorySize[]=]
#n-(k-1) byte#1(MSB) M 00-FE
#0 byte#k ] C, 00-FF
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s BEEEWMTIEEE T
» ReadMemoryByAddress (0x23) iR %%
0 BN

IR -

ReadMemoryByAddress Response
Service ID

dataRecord[]=]
#2 data#l M 00-FF

#n data#m] U 00-FF
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ZIhse R T AR STE R
s HEE AT IT

DynamicallyDefineDataldentifier (0x2C)k55
o EEIA HIDIDEF s Hi bk & FTHIDID

o ThRETEK

o SEWMER

< |

B A%

HIRAIN TECHNOLOGIES
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HINREE

1 e BBk 55

)

1k

R4 A7 I 2008 Th e BT

/
0’0

/
0’0

ReadDTCInformation (0Ox19) k5%
ClearDiagnosticlnformation (0x14) fk%%

o DTC—Diagnostic Trouble Code
> J1939-73 DTCFormat

< |

ENEEE ST

HIRAIN TECHNOLOGIES

DTC
SPN FMI CM oC

8-1fr 8-14 8-64ir 5-14 8z 7-141

FH1 FH2 FH3 FAi4

> 1S014229-1 DTCFomat
> 1S0O15031- 6 DTCFormat

DTCE R

DTC
_ DTCStatus
DTCHIghByte | DTCMiddleByte | DTCLowBYyte
FH1 FH2 7153 Fi54
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E EREESEST
HIRAIN TECHNOLOGIES

T4 I BE
+ DTCHJIIRZE (DTCStatus)
Bit# 4FK iR
0 | testFailed ZDTCHRIL AL R AR
1 testFailedThisMonitoringCycle AT IR LTEA IR S DTCAL T HBEIR S
2 | pendingDTC DTCHE L1 BT — AR b TR A
3 | confirmedDTC DTCHEE R 2 AN
4 | testNotCompletedSinceLastClear B M b — IR FERD R bR JE U R 58
5 | testFailedSinceLastClear B M _E— KRR R E > R —k
6 testNotCompleted ThisMonitoringCycle | Z WS ¥EFR IR K 52 5%
7 warningIndicatorRequested 5iZDTCHRAIIE RS~ LT FIRES
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£ ThiE 8 T BRPREHR A EAR%
n  AEETERE MR

1SO15031-6 DTCH iR
o DTCHighByte fIDTCLowByte

Hex value DTCHighByte DTCMiddleByte

Code first second | third fourth and fifth
categories

High Byte

Bit7-6 Code categories System Appendix
00 POxxx—P3xxx Powertrain P
01 COxxx—C3xxx Chassis C
10 BOxxx—B3xxx Body B
11 U0xxx—U3xxx Network U

o DTCLowByteili ¥ N AKAY
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&= T gk 8 5T KPR Sk A Eas

o (ERIEAERI S

» ClearDiagnosticlnformation (0x14) Az %%
a  groupOfDTCZ¥

>  SFWHIAE
> WARRERCWESRENA
Hex iR wE  BhEH
000000 Emission-related systems C ERS
Powertrain Group: engine and U PG
transmission
HR%E Powertrain DTC’s V] PDTC
il R Chassis Group U CG
fil e Chassis DTC’s U CDTC_
Body Group U BG
Body DTC’s U BDTC_
Network Communication Group U NCG
Network Communication DTC’s U NCDTC _
FFFFFF All Groups (all DTC’s) M AG
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ZINEER

» ReadDTCInformation (0x19)k%

s 57 B RR B ik /R
L8 B0

o TR
Hex {8 bit 6-0 iR 2] 5E

00 ISOSAEReserved M
01 reportNumberOfDTCByStatusMask U
02 reportDTCByStatusMask M
03 reportDTCSnapshotidentification U
04 reportDTCSnapshotRecordByDTCNumber U
05 reportDTCSnapshotRecordByRecordNumber U
06 reportDTCExtendedDataRecordByDTCNumber U
07 reportNumberOfDTCBySeverityMaskRecord U
08 reportDTCBySeverityMaskRecord U
09 reportSeveritylnformationOfDTC U
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ZINEER

s 57 B RR B ik /R
L8 B0

» ReadDTCInformation (0x19)k%

B A%

HIRAIN TECHNOLOGIES

o FIIgEe
Hex {B bit 6-0 ik 21%E
0A reportSupportedDTC U
0B reportFirstTestFailedDTC u
0C reportFirstConfirmedDTC U
oD reportMostRecentTestFailedDTC U
OE reportMostRecentConfirmedDTC U
OF reportMirrorMemoryDTCByStatusMask U
10 reportMirrorMemoryDTCExtendedDataRecordByDTC U
Number
11 reportNumberOfMirrorMemoryDTCByStatusMask U
12 reportNumberOfEmissionsRelatedOBDDTCByStatus C
Mask
13 reportEmissionsRelatedOBDDTCByStatusMask C
14-7F ISOSAEReserved M
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& Thee & 7T B R S A | € Watiakiags

s RIS EIE
ReadDTCInformation (0x19)ik%%

o reportNumberOfDTCByStatusMaskFI gk
> HESH
statusOfDTC—H#RFEANDTCHIRE
DTCStatusMask—DTCIRESHER
DTCStatusAvailabilityMask—ECUZFFHIDTCIRZS
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R AE
+ ReadDTCInformation (0Ox19)ik5%
o reportNumberOfDTCByStatusMaskFIj &t
> TERIWIC

A Data Hex
Parameter Name
Value

ReadDTCInformation Request Service ID

sub-function=[
#2 reportNumberOfDTCByStatusMask] M 01

#3 DTCStatusMask M 00-FF
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HINEEE

3 T B AR S faidk

R AE
+ ReadDTCInformation (0Ox19)ik5%
reportNumberOfDTCByStatusMaskF I g

a

A Data Parameter Name Hex
Value

#2

#3
#4

#5
#6

>

H RE M B

ReadDTClInformation response Service ID

reportType=[
reportNumberOfDTCByStatusMask]

DTCStatusAvailabilityMask

DTCFormatidentifier=[
1ISO15031-6DTCFormat
1ISO14229-1DTCFormat
SAEJ1939-73DTCFormat]

DTCCounts[]=]
DTCCountHighByte
DTCCountLowByte]
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01
00-FF

01
02
03

00-FF
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& Thee & 7T B R S A | € Watiakiags

n  ERITE AR
» ReadDTCInformation (0x19)k%

o reportNumberOfDTCByStatusMask FIhgg

>
3/°"DTC

DTC P0805-11 Clutch Position Sensor - circuit short to ground,
statusOfDTC=0x24

DTC POA9B-17 Hybrid Battery Temperature Sensor - circuit voltage above
threshold, statusOfDTC=0x02

DTC P2522-1F A/C Request “B” - circuit intermittent, statusOfDTC=0x2F
DTCStatusAvailabilityMask=2F
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HIIREE

3 T BRI ST
s RIS ETE

ReadDTCInformation (0x19) k5%

o reportNumberOfDTCByStatusMaskFIgg

>

Z—:\‘W[J_?{‘% A%\ ‘Jﬁ

ENEEE ST

HIRAIN TECHNOLOGIES

Message direction:

client — server

Message Type:

Request

A_Data Byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 ReadDTCInformation reguest SID 19 RDTCI
#2 sub-function = repotMumberOfDTCBYStatusMask, 01 RNODTCBSM
suppressPosRspMsglndicationBit = FALSE
#3 DTCStatusMask 08 DTCSM
Message direction: server — client
Message Type: Response
A_Data Byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 ReadDTCInformation response SID 59 ROTCIFR
#2 reportType = reportMumberOfDTCByStatusiMask 01 RNODTCBEM
#3 DTCStausAvailabilityMask 2F DTCEAM
w4 DTCFormatldentifier = 1IS014222-1DTCFormat o1 14229-1DTCF
#5 DTCCount [ DTCCountHighByte ] 0o DOTCCHB
#6 DTCCount [ DTCCountLowByte | 01 DTCCLB
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S Th8EE T B IR B R /"
s RRIERE B R

+ ReadDTCInformation (Ox19) k5%
o reportNumberOfDTCByStatusMaskFI gk
N |

statusOfDTC# 1=0x24 B00100100
statusOfDTC#2=0x02 B00000010
statusOfDTC#3=0x2F B00101111
DTCStatusMask=0x08 B00001000
DTCStatusAvailabilityMask=0x2F B00101111

> HAstatusOfDTC#3 & (DTCStatusMask &
DTCStatusAvailabilityMask) AJEE, FERE—ADTC

B A%

HIRAIN TECHNOLOGIES
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£ ThE & 5T B BR SR | & WEkikag:

n  fERIFAE I AR
» ReadDTCInformation (0x19)k%

o reportDTCByStatusMaskFIj&E
> TR

-

ReadDTCInformation Request Service ID

#2 sub-function=][
reportDTCByStatusMask] M 02
#3 DTCStatusMask M 00-FF
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ARSI AF i I 3R

+ ReadDTCInformation (0x19)ik%%
o reportDTCByStatusMaskFIj&E

> B NN

R EERE

A_Data bye

#1 ReadDTCInformation response Service ID

#2 reportType=[

reportDTCByStatusMask]
#3 DTCStatusAvailabilityMask
DTCAndStatusRecord[]=[

#4
#5
#6
#7
#8
#9
#10
#11
#n-3
#n-2
#n-1
#n

TEERE A" www.hirain.com Confidential

DTCHighByte#1
DTCMiddleByte#1
DTCLowBYyte#1
statusOfDTC#1
DTCHighByte#2
DTCMiddleByte#2
DTCLowByte#2
statusOfDTC#2

DTCHighByte#m
DTCMiddleByte#m
DTCLowByte#m
statusOfDTC#m]

M

< <Z

O0O000O000O0

O000:

59

02
00-FF

00-FF
00-FF
00-FF
00-FF
00-FF
00-FF
00-FF
00-FF
00-FF
00-FF
00-FF
00-FF




& Thee & 7T B R S A | € Watiakiags

n BRI RIEE
+ ReadDTCInformation (0x19)ik%%
o reportDTCByStatusMaskFIhgg

>
3/°"DTC

DTC POA9B-17 Hybrid Battery Temperature Sensor - circuit voltage above
threshold, statusOfDTC=0x24

DTC P2522-1F A/IC Request “B” - circuit intermittent, statusOfDTC=0x00

DTC P0805-11 Clutch Position Sensor - circuit short to ground,
statusOfDTC=0x2F

DTCStatusAvailabilityMask=7F
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n R BE
+ ReadDTCInformation (0x19)ik%%
o reportDTCByStatusMaskFIhgg

> JHERH

TR

Message direction: client — senver
Message Type: Fequest
A_Data Byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 FeadDTCInformation request SI0 19 ROTCI
#2 sub-function = reportDTCByStatusiMask, 0z ROTCESM
suppressPosRspMsgindicationBit = FALSE
#3 DTCStatusMask 84 DTCSM
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o FRETE R R B

» ReadDTCInformation (0x19)k%

0 reportDTCByStatusMask-FIhgg

PSS v

E EREESEST
HIRAIN TECHNOLOGIES

>
H W
Message direction: server —+ client
Message Type: Response
A_Data Byte Description (all values are in hexadecimal) Byte Value (Hex) Mnemonic
#1 ReadDTCInformation respoense SID 59 ROTCIFR
#2 reporiType = reportDTCByStatusMask 0z ROTCBESM
#3 DTCStatusAvallahilitydiask TF DTCSAM
#4 DTCAndStatusRecord#1 [ DTCHighByte ] DA DTCHBE
#5 DTCAndStatusRecord#1 [ DTCMiddleByte | 9B DTCMB
#5 DTCAndStatusRecord#! [ DTCLowByiz ] 17 DTCLE
#7 DTCAndStatusRecord#! [ statusOfDTC ] 24 sS0ODTC
#4 DTCAndStatusRecord#2 [ DTCHighByte ] 04 DTCHBE
#5 DTCAndStatusRecord#2 [ DTCMiddleByte | 05 DTCMB
#5 DTCAndStatusRecord#2 [ DTCLowByiz ] 11 DTCLE
#7 DTCAndStatusRecord#2 [ statusOfDTC ] 2F sS0ODTC
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S T8E s 5T B ARRR &R | € Watiakiags

n R BE
+ ReadDTCInformation (0x19)ik%%
o reportDTCByStatusMaskFIhgg

> Z‘@J

statusOfDTC# 1=0x24 B00100100
statusOfDTC# 2=0x00 B0O0O0O00000
statusOfDTC# 3=0x2F B00101111
DTCStatusMask=0x84 B10000100
DTCStatusAvailabilityMask=0x7F B01111111

> HZAstatusOfDTC# 1M statusOfDTC# 3 &

(DTCStatusMask & DTCStatusAvailabilityMask)RIEE,
Rtk & 24DTC
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s BRI BE

ReadDTCInformation (0x19)k5%

0 EXHFRIDTC

o MERKEFIIR
> WEBEFREIEFR(dentification)
> JEIEDTCHRSHERRIERK(BYDTCNumber)
> BT FR SR ERBIZF(ByRecordNumber)
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InputOutputControlByldentifier (0x2F)iRs%
0 ATEHRSHERAESHERATIIRE
o BHBRETFRENENEE GFUTH
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s BN HERI DR BT
+ InputOutputControlByldentifier (0x2F)Hxk 4%
0 ERIL
-

InputOutputControlByldentifier Request

Service ID
dataldentifier=[
#2 byte#1(MSB) M 00-FF
#3 byte#2(LSB)] M 00-FF
controlOptionRecord[]=[
#4 controlState#1/InputOutputControlParameter M 00-FF
#4+(m-1) controlState#m]  Cl1 00-FF
controlEnableMaskRecord[]=]
#4+m controlMask#1 C2 00-FF
#A4+m+(r-1) controlMask#2] C2 00-FF
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n EyA\EHEH| TR E I

+ InputOutputControlByldentifier (Ox2F) k%
o W RZHRSC

A Data Parameter Name Cvt AlE
Value

InputOutputControlByldentifier Response

Service ID
dataldentifier=[
#2 byte#1(MSB) M 00-FF
#3 byte#2(LSB)] M 00-FF
controlStatusRecord[]=[
#4 controlState#1/InputOutputControlParameter C1 00-FF
#4+(m-1) controlState#m] C2 00-FF
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n I A\BHERThEE R I

InputOutputControlByldentifier (Ox2F)iR5%
0 R R NS
> Ox13: ERMICHBHEKE (BEKR) FREEHE
> 0x22: &AW 2
> Ox31: #ERBHVEE
> Ox33: &V Riad
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s FIFEZEHThER R I

RoutineControl (0x31) AR5
0 ATEEERES). FLEENMIBSRERABENPTER
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Bl TR | T RE BT
» RoutineControl (0x31) k%
o BRI

< |

ENEEE ST

HIRAIN TECHNOLOGIES

RoutineControl Request Service ID

#2 sub-function=][
routineControlType]

routineldentifier[]=[

#3 byte#1(MSB)

#4 byte#2(LSB)]
routineControlOptionRecord[]=[

#5 routineControlOption#1

#n routineControlOption#m]
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+ RoutineControl (0x31) Ak%%
o FIjgeroutineControlType

Hex{H bit6-0 #iiR 2] 5E
00 ISOSAEReserved M
01 startRoutine U
02 stopRoutine U
03 requestRoutineResults U
04 -7F ISOSAEReserved M
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R/
0‘0

-

#2

#3
#4

#5

#n

R

i) T sEHE T
RoutineControl (0x31) k%%
0 HEWM

RoutineControl Response Service ID

routineControlType M
routineldentifier[]=[
byte#1(MSB) M
byte#2] M
routineStatusRecord[]=[
routineStatus#1 U
routineStatus#m] U
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RoutineControl (0x31) Ak%%

0 XFEHT € S

0x12: AZFFERRFZ B FII6E

Ox13: IERMICHBIHEKE (HEER) A FERE
0x22: A 2

0x24: BRIP4 i

0x31: ¥F K8 v

0x33: LA a4

0x72: — R IRTEEE =

A\ A\ A\ A\ A\ A\ A\
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i

RequestDownload (0x34) k%%
RequestUpload (0x35)k%%
TransferData (0x36) k%
RequestTransferExit (0x37)R%%

< |

R
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s FAETEINEEHETT
VN

Tester ECU

1: RequestDownload_Req (H#E#X, Fhassat, KM

A 4

T 2: RequestDownload_Rsp (B&KFIBITFEIKE) ]
-'- 3: TransferData_Req (FIEHRFS, HIEHO ‘_,_
‘g“ 4: TransferData_Rsp _
"" 5. TransferData_Req (FEHRFS, HIEH) +

6: TransferData_Rsp

n: RequestTransferdExit_Req

A 4

—— n+1: RequestTransferdExit_Rsp ——
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RequestDownload (0x34) k%%

0 ViRt EEE R
0 ECUBWENERIE, ST THREMES TIEGE, KEE M,
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s EETHIEEHTT

+ RequestDownload (0x34)k%
0 ERM|X

I -

RequestDownload Request Service ID

#2 dataFormatldentifier M 00-FF
#3 addressAndLengthFormatldentifier M 00-FF
MemoryAddress[]=]
#4 byte#1(MSB) M 00-FF
#(m-1)+4 byte#m] C, 00-FF
MemorySize[]=[
#n-(k-1) byte#1(MSB) M 00-FF
#n byte#k ] C, 00-FF
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+ RequestDownload (0x34)k%
a0 HEWMN

IR -

RequestDownload Response Service ID

#2 lenthFormatldentifier M 00-FO
maxNumberOfBlockLength=|

3 byte#1(MSB) M 00-FF

Gl byte#m ] M 00-FF
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